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The story behind the story 
If Universal Studios or Fox had released a movie based upon the events that transpired up to and 


including March 11, critics might have branded the film as a “science fiction whodunit thriller”. 
Reality, once again, is proving to be much stranger and more creative than fiction. 


Lawsuit Levels Extraordinary Charges 
Filed before the US District Court in the Northern District of California on March 11, the lawsuit 


claims unfair competition, copyright infringement, violation of the Digital Millennium Copyright Act, 
tortious interference, conspiracy and violation of the Racketeer Influence and Corrupt Organizations 
Act, and demands the case should be heard in front of a jury. The allegations are explosive: First, that 
NDS obtained MediaGuard smartcards and sent them to an NDS lab in Israel for analysis, where 
expensive, specialized equipment, including electron microscopes, had been acquired to crack the 
codes held in the chips embedded on the cards. According to the Canal+ complaint, NDS successfully 
extracted the software stored on the chips by the end of 1998, and downloaded the UserROM element 
within it, this being the portion which controls access to the digital TV data-stream. NDS then 
allegedly created a file containing this pirated code, and transmitted it to NDS Americas in California, 
with instructions that it be published on the Internet. Canal+ claims that NDS Americas subsequently 
sent this file to Al Menart, the operator of a Web site known as DR7.com (www.dr7.com), and that on 
March 26, 1999, DR7 published this code on its website. Counterfeit MediaGuard smartcards began 
appearing on the market later that year. By September 2000, the Italian market (where Mediaguard is 
used by Canal+ affiliate Tele+), was flooded with cheap counterfeit cards, contends Canal+. 

The result was to drive a wedge between Canal+ and its customers to adversely impact Canal+’s 
business and promote NDS’s own competitive position. Allegedly, Canal+ pay-TV platforms 
subsequently lost subscribers, and the company now faces claims from client operators for financial 
compensation due to the losses they incurred through programme theft. All in all, Canal+ claims that 
NDS’s illegal conduct has damaged its business to the tune of $1 billion [1.1 billion euros]. 

The reality 

Pay TV without controlled access security is free TV. Major pay-TV players have been “bugged” by 
“hackers” from day one - the earliest MA/COM (USA) Videocipher system in 1985 was “hacked” 
within months of being put into operation. In the 1980s, pay TV was “secured” through a plug in part 
buried inside the satellite receiver. The part has 8 or 16 or 24 “legs”, an integrated component part 
(“chip”), which was programmed by the manufacturer to decode specific programmes on demand. 
Hackers worked out they could pull out the part (which was originally a plug-in, not a solder-in 
device), “read” the instructions contained on the device and then modify the device or worse yet create 
exact replicas (clones) of the part from “blank” (8/16/24 “leg”) stock. 

Having the “security” buried inside of a part was a mistake because this placed the “tools for 
hacking” in the hands of a pirate. A trio of California engineers led by an Indian physicist 
conceptualised the “smart card” as an advance on this technology. The smart card you receive from 
Sky NZ, Austar, Foxtel (et al) has a tiny “bubble” at one end. Inside that bubble are minuscule 
integrated circuits containing hundreds, thousands of microscopic transistors. The concept was that 
codes assigned to an individual receiver - to allow it to descramble encrypted transmissions - would no 
longer reside inside the receiver; they would be “hidden” in the card’s microscopic circuits. The cards 
would also be “rewriteable” to the extent that if the pay-TV operator discovered a card was being 
misused, that individual card could be turned off, reprogrammed remotely from the programmer's 
facility or even “destroyed” by remote control. 
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There are several different approaches to smart card operating procedures. In the case of Mindport 
(Irdeto “brand”), the codes for each card are actually sent through the airwaves along with the TV (and 
radio) programming. This means the codes are not totally secure if a piracy enthusiast has the 
equipment and skills to “grab” the instructions within the satellite data stream. Once he or she captures 
the relevant data stream segment, the information can be inserted into a “blank” smart card and the 
card thus inoculated becomes functional. 

Another approach, practiced by NDS, breaks the individual receiver’s code number into parts - one 
part is permanently inside of the smart card while matching instructions are sent within the data 
stream. A hacker to create either a cloned card or reconfigure an existing card must somehow “match” 
the two parts together. This is significantly more difficult than hacking the Irdeto system. 

Three major players 

Pay-TV delivered by satellite is especially vulnerable to hacking because of Internet. Hacking is for 
many a “hobby”, a challenge to see what is “behind the Green Door”. For others it is a business 
because pay-TV subscription fees average US$40 worldwide per month and optional extra channels 
are on offer which if paid for can take the monthly charges to as great as US$100. Commercial 
installations (pubs, hotels, social clubs) pay higher fees than homes because in theory having the 
unique telecasts available create a business draw for establishments. 

Hackers are as a group not overly bright but with hundreds of thousands worldwide engaged in the 
activity, there are two factors that concern pay-TV programmers: 

1) An individual hacker with modest skills will seldom if ever be able to “break” the software code, 
but because of the “watering hole” aspect of Internet web sites, when thousands gather to collectively 
tackle breaking a code, they present a threat. It is the old saw about putting ten thousand monkeys in 
front of a piano and then standing back waiting for Beethoven or Jerry Lee Lewis to be created. 

2) Not all hackers are of modest skills and the cream quickly collects at the top of this pyramid. Only 
one needs to be highly skilled for once a code is “cracked” and it is posted on the web, those with 
modest skills can quickly emulate the material. 

3) Not all “hackers” are unrelated to the smart card world; the first “code breaks” in the original 
(1985) Videocipher system came from a disgruntled employee of Microwave Associates who (pre 
Internet days) distributed his “insider knowledge” on plain pieces of paper at electronic swap meets. 

More than a dozen smart card related “systems” exist but they differ only slightly from one another 
and the three top firms selling this technology to pay-TV providers are NDS, Viaccess and Irdeto - in 
that order. 

Designing encryption system technology built around the smart card is a business. Selling your 
particular version of the technology to pay-TV providers is intensely competitive. One of the primary 
tools of salesmanship is to denigrate the competition - explain to the potential customer “how easily 
the competitor’s product can be hacked (broken) by pirates,” hoping the customer will select your 
system instead. NDS and Canal Plus compete in providing systems for pay television operators. NDS 
technology is used in 27.3 million set-top boxes around the world and Canal Plus technology in 12.5 
million boxes. 

Canal Plus accuses Murdoch unit of aiding piracy 

Rivalry between media mogul Rupert Murdoch and the French chairman of Vivendi Universal 
Jean-Marie Messier took a nasty twist on March 11 - a subsidiary controlled by Mr Murdoch was 
accused of stealing technology and encouraging piracy to undermine Mr Messier's pay-TV businesses. 
Canal Plus, the pay-TV arm of Vivendi Universal, announced it was filing a $1bn lawsuit against 
NDS, the smart-card business controlled by Mr Murdoch's News Corp. Canal Plus alleges that NDS 
devoted "large amounts of money" and some of its best engineers to crack a security code used by the 
French group's digital-TV unit. Francois Carayol, chief executive of Canal Plus Technologies, said 
NDS had used sophisticated methods to break the code that went "beyond piracy or hacking". 
According to Canal Plus, NDS staff working at an Israeli research and development facility managed 
to extract the software through electrical and optical examination, notably using chemical washes and 
ion beams. "It was really astonishing and surprising for us that our best-kept secret had been exposed 
and published," Mr Carayol said. Once the code was put on the Internet, criminal organisations 
flooded the market with counterfeit cards, robbing Canal Plus operations in Italy, Spain and elsewhere 
of hundreds of millions of euros in revenue. 
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ITV Digital, the struggling UK digital terrestrial service that uses the Canal Plus technology, is 
understood to be considering joming the legal action. The irony is that ITV Digital has been accused 
of enabling piracy by British Sky Broadcasting, the UK satellite broadcaster also controlled by Mr 
Murdoch. NDS said the Canal+ lawsuit is "outrageous and baseless". Abe Peled, the NDS chief 
executive, blamed Canal Plus's piracy problems on "the inferior nature of Canal Plus's conditional 
access technology, the failure of its business plan to contain measures to protect against piracy and its 
failure to deal with piracy once it began". Mr Murdoch and Mr Messier on Tuesday stood above the 
exchange in allegations, but both men are understood to have been aware of the simmering dispute. 
Nasdaq-listed NDS is 79.2 per cent owned by News Corp and is the leader in conditional access 
systems with about double the market share of Canal Plus. Canal Plus alleges that three years ago, 
NDS provided the code to dr7.com, a website specialising in digital television that apparently is used 
by counterfeiters to swap information. Partly in response to counterfeit cards, Canal Plus, which has 
15m subscribers in Europe, is to replace 8m smartcards. The lawsuit highlights the extent to which 
concerns about piracy have spread from music to other media. The Internet has heightened such fears 
since it can frustrate efforts to trace the providers of the content software. 

Salient points so far 

#1) Everything Canal+ charges is a claim at this stage - subject to the case being heard in a (Canal+ 
wants a jury) tnal environment. 

#2) Officials of NDS deny the charges. 

#3) Canal + claims NDS devoted money (US$5 million is cited) and resources (the NDS Laboratory 
operated near Haifa, Israel) to “delaminate the Canal+ smart cards” layer by layer 

#4) Canal+ claims NDS took the fruits of this effort to affiliate firm NDS Americas (in California) 
where it was posted on a hacker web site (www.dr7.com) on March 26, 1999 (DR is shorthand for 
“digital resource”). 

#5) Canal + claims, once posted, the information allowed commercial hackers to create “hundreds of 
thousands “ of piracy smart cards which were targeted into Italy, Spain and the UK. 

#7) British terrestrial digital telecaster ITV (Digital) was growing at a significant if not spectacular 
rate through 1999 but the rate of growth ground to a halt in the last quarter of 2000. ITV initially gave 
away set top boxes for terrestrial decoding provided the consumer agreed to subscribe to a minimum 
package of services. More recently, ITV has ceased the free set top boxes. However, ITV piracy cards 
are widely available in the UK and English consumer television magazines are filled with quarter, half 
and full page advertisements offering “blank cards” (the stock from which a piracy card is created) and 
card “reading” and “writing” equipment. The consumer has to but acquire a set top box and then quite 
separately he or she can locate a piracy card to operate the box. ITV has an astounding 23.7% churn 
tate - nearly one home in 4 after initially subscribing discontinues subscription. 

Translation? Boxes are acquired (first they were free, now they are sold but for typically not over 
100 pounds), people subscribe for a short period of time, then turn in their paid-for smart cards and 
begin using a piracy card. 

(Executives at ITV Digital, which has struggled to build a strong base of subscribers and which 
continues to haemorrhage cash, were apparently appalled recently by comments made by Sky's chief 
executive, Tony Ball, during an address to the company's US investors. "JTV Digital/DTT is 
completely pirated, a joke. For $7 you can buy a card for all channels," he is reported to have said.) 


Francois Carayol's statement that the activity of NDS ,”’went beyond piracy or hacking” deserves 
further examination. In fact, piracy cards did begin appearing throughout geographic regions where 
Canal+’s “Mediaguard” encryption system was in use in mid-1999. If one makes a list of the pay-TV 
services which did not purchase the NDS version of the smart card system, and then make a second list 
of the pay-TV firms that have suffered perhaps irreparable damage from piracy (ITV, Italy’s Tele + 
etc.), the lists are identical. The message is very clear - those firms who opted for any encryption 
system save that from NDS have suffered significant losses from piracy. 

The essence of the Canal+ suit against NDS is, “You have deliberately set out to destroy the integrity 
of our encryption system and put us out of business as a result.” Imagine the reaction in the 
commercial dairy business if one milk supplier engineered the placement of poison into a competitor’s 
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products. Or a toothpaste manufacturer arranged for ground glass to appear in a competitor’s 
toothpaste. 

The Guardian reported: 

A company controlled by Rupert Murdoch's News Corporation has been accused of trying to destroy 
rivals, such as ITV Digital in Britain, by assisting hackers to crack the secret viewer-access codes used 
by rival pay TV operators and then distributing the information to counterfeiters across the world. ITV 
Digital claims to have lost at least £100m as a result. The operation was alleged to have been carried 
out by a company called NDS, which is controlled by News Corporation, based in Middlesex and has 
sites in California and Israel. 

In a further twist, NDS's British arm admitted having a financial connection with a website which 
distributed pirated codes used by counterfeiters to produce cards giving free access to ITV Digital. 
Officials at ITV Digital, together with the pay TV service's owners, Granada and Carlton 
Communications, are looking into allegations that the site was financially assisted and advised by 
senior management at NDS. The site, called House of Ill Compute, helped disseminate information on 
how to forge the ITV Digital smart cards and how to crack cable TV services. The Internet operation 
was closed down last year and its founder, Lee Gibling, has disappeared. Margot Field, an NDS 
spokesperson, confirmed the financial link to the House of Ill Compute website. "Payments were made 
for information about hacking activities," she said. “Jt was a commercial arrangement to gather 
information. It is all part of normal intelligence gathering". 

Stuart Prebble, chief executive of ITV Digital said: "Jt is absolutely extraordinary for NDS to be 
funding this website at a time when it was deliberately publishing codes which were specifically 
designed to undermine our system and to encourage piracy". He added: "No amateur could have 
acquired these codes. It was a very costly exercise which could only have been carried out by a very 
small number of world experts". He claims his company was "very seriously damaged" by the web 
site's activities. Pirated smart cards had been sold for £20-£30, sometimes on market stalls, that 
enabled viewing of TV programmes that should have cost £30 a month. "Piracy of our smart cards 
has been a seriously large industry that has cost us upwards of £100m," Mr Prebble said. 

(NDS had tried to win the ITV Digital technology contract, even though it was a significant new 
competitor to Sky, but lost out to French pay-TV group Canal Plus in February 1998. BSkyB's chief 
executive Mark Booth threatened legal action, claiming ITV Digital had picked an incompatible 
technology. A writ was issued but the action was dropped, with BSkyB saying it did not want to 
“highlight the [technical] advantages of Sky's box".) 

(While ITV may be chasing pirates, it’s finance department is chasing cash as this summary relates: 
“In a fresh blow to troubled broadcaster ITVDigital, its owners Carlton and Granada are to be sued by 
the Football League if their joint venture reneges on a three-year £315 million deal to screen live 
matches. This is a further setback for the loss-making company, as it struggles to cut costs 
dramatically to survive. ITVDigital also faces a battle to persuade content suppliers to cut their 
charges. UKTV, Discovery and Telewest Flextech are all thought to be opposed to renegotiating their 
terms. The ITV firm is also talking to BSkyB about paying less for its premium movie and sport 
programming. League chiefs’ determination to take the two television companies to court if their 
ITVDigital's sports channel fails to honour its commitments has been increased by the opinion of a 
leading barrister that they would have an open-and-shut case for breach of contract. 'ITVDigital bid for 
this contract on the basis that they would have parent company guarantees if anything went wrong,’ 
said a senior League source. 'I'm quite satisfied we can have recourse to the parents should ITV Digital 
decide they can't pay all the cash. Don't forget, these two organisations have a market capitalisation of 
£3.5 billion. 'We'll happily talk to ITV Digital about their financial problems, but if there's any attempt 
to pay less than agreed, or even default on the contract altogether, we'll haul Carlton and Granada into 
court.') 

Although Canal Plus says it has now made the technology secure, the company is about to launch its 
next generation of ITV middleware, and Carayol says one of the suit's aims is to block NDS from 
doing the same with the new technology. 

Canal Plus's encryption technology is used by almost all of News Corp's pay TV competitors across 
Europe and in the US. "No company is above the law and we intend to see the law applied to halt 
NDS'’s illegal actions," said Frangois Carayol, the executive vice-president of the Canal Plus Group. 
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"Competition should be about fair contests for customers, not 'cloak and dagger’ operations aimed at 
undermining a competitor's products and services." 
Letting the cat out of the bag 

The top hackers are (believe it or not) seldom commercially motivated. They do what they do to find 
out if their skills are up to a challenge. Code “writers” (people who create the original encryption) are 
reputed to be smarter than the average hacker and hackers take this as a challenge. “Can I” they muse 
“sitting here with my laptop in my basement unravel the code this person (or persons as it is often a 
team effort) has written?” 

But top hackers have friends. Top hackers are routinely cultivated by commercial piracy operators 
although surprise - surprise, money is seldom an inducement. New computer equipment? Yes. But 
more often a commercial pirate has many top hackers as acquaintances and when the hacker has 
“solved a puzzle” the commercial entity knows the best way to “extract” that new information is to 
swap some information he has gleaned from another hacker in return. Call it a “round robin” - 
knowledge for knowledge. With a new PC or two thrown in as frosting on the cake. 

Top hackers are seldom legally indicted for their participation because they almost never become 
involved in the commercial activity of the pirates. Do they know what happens when they “share 
knowledge?” Of course. Do they care? Probably not because in the hacker mentality, people like 
Rupert Murdoch and Jean-Marie Messier are “prophets of the devil,” anyhow. On occasion a top 
hacker gets cross ways with a commercial operator, perhaps by simply refusing to “share” information. 
This report from a German magazine illustrates: 

He was a gifted computer whiz—one of the best, one who'd made the jump from illegal 
tinkering to the legitimate, potentially lucrative business of making codes crack-proof from 
hackers like himself. 

But when Boris Floriciz was found hanging from a tree in a Berlin park on Oct. 22, his belt 
around his neck and his feet dragging the ground, it drew attention even outside the 
tight-knit world of hackers. 

His friends wonder whether he was caught up in the murkier side of the trade—one of 
spies, espionage and black-market criminals. Was it suicide, as police suspect? Or 
homicide? 

At 26, Floriciz seemed headed for a great future. He’d just finished his computer science 
degree. International firms sought him as a consultant. He was happy, say his friends, who 
cannot believe he would take his own life. 

Did He Run Afoul of Hackers? 

Floriciz’s friends wonder if he had become a threat to someone on the wrong side of the 
business, leading to his death. “That was not a personal decision,” Andy Mueller-Maguhn, a 
friend and fellow member of the Chaos Computer Club said. “For sure not. That was 
murder.” 

From childhood, Floriciz looked destined to be an engineer. He was always taking things 
apart to see how they worked. “Radios, television, clocks, the lawn mower—nothing was 
safe from him,” his father told Stern magazine. He disassembled a telephone booth to get at 
computer data inside. He was the first hacker to crack the microchips on Deutsche Telekom 
telephone cards, used at pay phones in Germany. His homemade card reloaded as the 
credit ran out. 

Would No Longer Cross Line 
After getting caught in 1995 and sentenced to probation, Floriciz “felt the need to draw the 
line,” said Mueller-Maguhn. He joined Chaos, a 10-year-old group of computer devotees, 
and he went back to college, earning his diploma in September by developing a scrambler to 
encode telephone calls on high-speed, digital lines. German media reports say Floriciz also 
was working on cracking decoders for pay television—a booming business spreading across 
Europe. One of the key players is Rupert Murdoch, whose digital broadcasting research firm 
NDS Ltd. contacted Floriciz two years ago about being a code-design consultant. “He was 
an exceptionally talented engineer,” said Margot Field, spokeswoman at the firm’s London 
headquarters. NDS wanted to hire him but couldn’t move forward because Floriciz hadn't yet 
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graduated or completed his compulsory military service. The firm’s last contact with him was 
in June. 
Others Also Curious About Floriciz 

NDS apparently wasn’t the only one interested in Floriciz. His father says Floriciz talked 

several times about being approached by people he suspected worked for spy agencies, 
which are believed to have mined the hacker world for talent in the past. Just a few months 

ago, Germany’s spy agency tried to hire a hacker to get secrets out of lran’s military 
computers, the Chaos club said. But the contact vanished when the hacker got Chaos 
involved. 

Floriciz may also have attracted black marketeers of counterfeit chips for telephone cards 
and mobile phones. Deutsche Telekom estimates it loses millions of dollars each year from 
counterfeit cards. And industry officials worry that TV decoder chips offer gangsters even 
bigger profits on the black market. 

Money wasn’t a lure for Floriciz, his friends say. He preferred to post his research on the 
Internet for all to see—and use. 
Proof of Skill, Not Money Object 
“It was all the same to him if others raked in the bucks from what he developed,” one 
friend, Daniel, told Stern. “The main thing for him was that he had proven what he was great 
at.” Mueller-Maguhn says Floriciz’s open attitude about his work might have threatened 
those who didn’t want competitors horning in on their business. “He had lots of jobs, but he 
didn’t want to become a slave of one company,” he said. “Maybe that was a problem.” 
Floriciz left his mother’s apartment on Oct. 17 at about 2 p.m. She didn’t think he’d be 
gone long, because he didn’t take his laptop computer. 
He never came back. Calls to his mobile phone went unanswered. 

Floriciz (known to his hacker friends as “Tron”) was courted by NDS. Margot Field speaking on 
behalf of NDS suggests Tron was “not ready for the big-time”. Ms Field also was the NDS 
spokesperson making the admission that “House of Ill Compute” (THOIC) web site operator Lee 
Gibling was funded by Rupert Murdoch’s money. 


Returning to NDS vs. Canal+, both sides could eventually come to regret any lawsuits filed over the 
matter, warns Josh Bernoff, principal ITV analyst for Forrester Research. "This sort of shooting war is 
not healthy for the industry," Bemoff says. "The subtle message goes out to the community that ITV 
isn't secure and can easily be counterfeited." The code-breaking, he adds, is indeed business as usual. 
In NDS's case, the company had suffered wholesale piracy of its own technology, Bernoff says. NDS 
needs to show customers that its rivals' security is no better, and Bernoff calls the breaking of another 
company's code a legitimate business tactic. But he adds that if NDS had distributed Canal Plus's code 
on the Internet, then it would have crossed the line into improper and possibly criminal activity. 

(NDS dates back to the emergence of Sky Television, Mr Murdoch's great TV gamble of the late 
1980s. Sky needed an encryption security system to ensure that its channels could only be received by 
paying customers. In 1988 News Corp obtained an exclusive licence to encryption technology 
developed by Adi Shamir, a professor at the Weizmann Institute of Science in Jerusalem and one of 
the world's experts on encryption. A company was set up in Jerusalem to commercialise the 
technology; it was later merged into NDS. Today commercial functions are largely carried out in the 
UK, in Staines, but to this day research and development is still conducted in Jerusalem. It was the 
beginning of a commercially successful operation. In 2001 the company turned over £215.6 million, 
with less than half its business coming from non-News Corp affiliates, and made a profit of £41.3 
million. It was floated on Nasdaq in November 1999, but News Corp still owns 97 per cent of the 
voting shares.) 


What did NDS pay Gibling for? 
As The Guardian and other British newspapers have revealed, Lee Gibling and his world-reaching 
web site THOIC routinely received money from NDS. Fielding explains it away as, “/t was a 
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commercial arrangement to gather information. It is all part of normal intelligence gathering.” 
Perhaps it was and a California jury will see it that way. Others do not. 

THOIC was the primary disseminator of “how to hack” data for and against Italian, Spanish, British 
and Australian pay-TV operators. The first three use the Canal+ “Mediaguard" system while the last 
uses the Irdeto system. Pointedly, THOIC did not carry information explaining how to hack any NDS 
system. Canal+ will undoubtedly make that point before a California jury. 

Gibling’s site disappeared in April 2001. It simply shut down after someone anonymously posted a 
warning that everything flowing through the site was being captured on hard drive and handed (post 
haste) to NDS. Hackers reacted to this posting by exiting the site and Gibling, as The Guardian reports, 
apparently disappeared into oblivion 

One of the strongest pieces of evidence that Canal+ will offer in the California court is the 100Gb + 
files of THOIC. Gibling thought he was protecting the site’s records but he was an “amateur” when it 
came to his own security. At least two talented “hackers” managed to get into his site and over a period 
of days extract every file. As one of those hackers relates to CTD, “There is no mystery how Vivendi 
Universal obtained their facts about NDS actually passing material to NDS California - it (was) all 
there on the THOIC computer. I personally saw to it that Vivendi received a full set of that (100Gb +) 
of data.” 

Assuming this to be accurate and true, the position of NDS in defending their, “Jt was a commercial 
arrangement to gather information,” statement becomes more difficult. Vivendi has already released 
“teaser material” to the British press, as this report illustrates: 

Gibling: “I hope you don't mind me spending so much time on Aus(tralia) and N(ew)Z(ealand) 
activities because I know you cover my work out of your budget." 

NDS employee, Mike Warren, to Mr Gibling says: "Lee - your expenses were signed by R.A and 
have been taken by hand to finance and received by them last Wednesday. I asked that they were dealt 
with asap." 

R.A. turns out to be a very senior person at NDS (Security): 

Evidence in the hands of the Guardian suggests that a former Scotland Yard commander 
who represents two of Rupert Murdoch's companies provided funds to a website that 
enabled counterfeiters to produce forged smart cards used to defraud ITV Digital, a 
principal rival in the pay TV market. 

Ray Adams, who is the head of security at NDS, a company controlled by Mr Murdoch's 
News Corporation, had a working relationship with the website, which has now been closed 
down and whose founder, Lee Gibling, has gone missing. 

According to emails in the possession of the Guardian, Mr Gibling was in contact with Mr 
Adams and received several thousand pounds from NDS paid directly into his personal 
bank account. 

As a representative of NDS and BSkyB, News Corporation's British TV business, Mr 
Adams is a board member of AEPOC, a European industry action group set up to combat 
piracy. 

Although Gibling was riding high (with NDS funding) on his THOIC site, not all of the Tron-level 
hackers were anxious to participate. Some thought his visibility was too high, that he was acting like a 
person who believed he “had nothing to fear from the authorities.” Gibling expanded THOIC into 
Australia + New Zealand in August 1999. CTD sister publication SatFACTS Monthly, operating its 
own web site for general (not pirate) news in the satellite field, received the following introductory 
Gibling Email: 

| own the domain THOIC.COM and would like to talk with you about an 
advertising opportunity that will arise in the very near future on 
this domain. 


We currently host some of the leading names in satellite-tv piracy and 
enjoy a safe haven with the server located in the USA. On Friday, | 
take delivery of a new server with 4 times the processing power of the 
current server which will allow us to grow the operation significantly 


COOP’S TECHNOLOGY DIGEST - April 05, 2002 - page 8 


© 


over the next 6 months. 


We currently see some 4gb of daily requests on all the sites averaging 
somewhere in the region of 300,000 hits per day. 


You may not be aware that until now we have refrained from any 
commercial advertising on the site(s) a policy that has been with me 
since the domain was setup some 2 years ago. 


The Australian scene will grow | am certain and with it will create 
unique advertising opportunities. We also intend to make this offer 
available to other interested parties and appreciate that certain 
hosted sites may not be of interest to you in respect of advertising. 


At the present time | can offer flexible advertising on both the 
Australian MOSC forums and MadMax's site. 


As more sites are considered for hosting the localised opportunities 
will grow and accordingly | will be in a position to grant you first 
refusal should this appeal to you. 


Thanks for your time! 


Lee 

Funds for the new expanded site, a deliberate commercial move to “service” Australia and New 
Zealand, were (according to the THOIC file dump) paid for by NDS. And the “safe haven with the 
server located in the USA” was paid for by - guess who. Safe haven? A server (web site) providing 
information about piracy activities is banned in most European countries. This server/site was “safe” 
because in the country where it was physically located, it provided no information about that country’s 
pay-TV service hacking. It might have been located in the UK, for example, had it not been routinely 
including information about the hacking of ITV Digital. 

The alternate story 

Of course NDS is denying the charges, says it will counter sue. There are two elements to this side of 
the activity. Element one involves attempts by Murdoch controlled BSkyB and Vivendi to “merge” 
starting in September 2001. 

NDS President and CEO Dr Abe Peled said that his company was in no way connected with the 
piracy problem that has been the bane of Canal Plus since 1999. He said: "That problem is due solely 
to the inferior nature of Canal Plus' conditional access technology, the failure of its business plan to 
contain measures to protect against piracy and its failure to deal with piracy once it began." The 
statement also mentions that apparently Canal Plus approached NDS in December 2001 to merge the 
two companies as its technology was not good enough. NDS sees the allegations as an attempt by the 
French firm to gain leverage in the negotiations. In the statement NDS also says that Canal Plus 
acknowledged that it had reversed engineered its competitors' cards. NDS has also accused Canal Plus 
of trying to hire away the NDS employee they claim gave their code to DR7. Canal Plus' own lawyer 
has been involved in this poaching process it is alleged. 

NDS has also accused Canal Plus of trying to divert attention from criticism directed at the French 
company's new generation card, which is not believed to be state of the art, and of trying to shift blame 
for losses which have been accumulating. Paris-based Canal Plus countered that by saying it had been 
approached by NDS in September (2001) about a merger. NDS claimed Canal Plus had used its 
"baseless" allegations to gain leverage in negotiations over a merger between NDS and Canal Plus 
Technologies. But Canal Plus said it had been talking about an amicable solution over its piracy 
claims. "We were willing to listen to NDS and try to reach an amicable solution. NDS said it would 
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launch an internal investigation but they never came back to us," Canal Executive Vice President 
Francois Carayol told Reuters. 


Element two involves the top-dog hacker world where to a man (or woman) they do not really accept 
that NDS had to go to any real expense or effort to delaminate the Canal+ smart card. Some of those 
attributions follow: 

TV pirates also claim that the security systems of most smart cards, including Canal Plus’ product, 
don't present a cracking challenge and can be successfully hacked without corporate funding or 
encouragement. Some news stories described hacking the Canal Plus smart card code as a painstaking 
process that involved electron-scanning microscopes and cost NDS $5 million. But devices that allow 
anyone with a modicum of programming ability to alter almost any smart card are available for 
purchase over the Internet and cost less than $100. These devices typically connect to a computer 
through serial or printer ports. With the right software, and knowledge of the programming code used 
in the cards, a pirate can reprogram them. Downloadable scripts are also available for hacking the 
cards and can be used by someone with little programming knowledge. 

Digital TV smart cards are inserted into set-top boxes and are intended to allow only paid 
subscribers to view certain broadcasts. Counterfeit smart cards can replace the real cards and are 
programmed to allow free access to premium services and pay-per-view shows. The codes for most 
smart cards, including Canal Plus, have been "in the public domain," for years. 

"The companies hack each others cards as part of their research and development," a TV hacker 
who asked to be identified as Admin said. "And some of the best programmers are hackers. They may 
work in a corporation but they still have hacker ethics, and hacker ethic is that you share what you 
know." 

A TV pirate who goes by the name Glitch said that smart cards can be hacked the same way as any 
code-carrying device. Pirates said they are eagerly awaiting the event of digital ID cards, which they 
assume will be re-programmable. Until then, they said they will amuse themselves with TV and bank 
smart cards. Glitch got his nickname from a tool used to reprogram smart cards. Glitchers are 
electronic devices that jolt a smart card into bypassing instructions embedded into its original code. 
"As soon as one of these cards hits the streets, everyone tries to crack it. Canal's mistake is that they 
leave the cards out there too long with no changes. NDS changes them up every so often, and can 
disable the cards remotely, so their stuff is more difficult to hack," Glitch said, in an Internet Relay 
chat interview. 

According to pirates, Canal Plus uses SECA encryption, which had already been hacked by the time 
Canal's cards were released. Hackers said that pirated cards were available shortly after Canal released 
their smart cards, and are usually priced at under $20. 

But Peled, NDS' chief exec, has also charged that Canal Plus' card was exceptionally easy to crack, 
saying that it is not "state of the art" and suffers from "inadequate technology." Canal Plus did not 
respond to questions about the encryption used in its Digital TV cards. But the company denied all of 
Peled's charges in a statement. "The statements made by Mr. Peled today are simply untrue, and we 
look forward to presenting the evidence supporting our claims to the court," Carayol said. 

Glitch and Admin, as well as other pirates, said they have never, as Glitch put it, "stolen a show as 
good as the one being put on now by NDS and Canal Plus." Admin said that there have been arrests in 
France and England for sales of reprogrammed smart cards, but said that much of the smart card sale 
business goes on openly and without interference. Pirates claim that news groups catering to pirates 
usually post warnings of impending busts, allowing people to stash their stock for a few days. They 
had assumed the leaks came from law enforcement sources, but now suspect that the companies 
involved may be leaking the information. 

All of the pirates were puzzled by the digital TV companies’ lack of interest in their activities, 
claiming that all the money and time that will be invested in Canal Plus' lawsuit could probably put a 
serious dent in the piracy industry. "But I guess they'll get more money chasing after each other than 
they could get out of me and my buddies," Glitch said. "These companies just won't accept the fact 
that no security system will ever be 100-percent secure." 
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Where it hurts 

The one language Rupert Murdoch understands best sent him a strong message immediately after the 

Canal+ suit was announced: 
“After the allegations were made public in the form of a $1b. lawsuit Tuesday, NDS shares 
fell 26% on Nasdaq, from $16.95 to $10.90.” 

No matter who will eventually be proven right, the damage to the NDS name -- which until now has 
been wholly identified with the fight against broadcast piracy -- has been done. What remains is to see 
now is how extensive the damage will be to the company which commands some 40% of the market 
that provides digital TV: providers with a way to insure only paying subscribers get access to special 
programming. In a sign of the importance attached to the suit, Rupert Murdoch has called in his most 
senior legal adviser to fight a $1bn (£700,000) court claim that a subsidiary of his News Corporation 
helped hackers spread across the Internet secrets about the technology used by his pay TV rivals, 
including ITV Digital. Arthur Siskind, News Corp's group general counsel and one of Mr Murdoch's 
closest business confidantes, has been assigned to help NDS, a UK based technology firm 80% owned 
by News Corp, defend the claim by French firm Canal Plus Technologies. Siskind serves on the News 
Corp Board of Directors. The suit against NDS threatens to envelop Murdoch's sons, James and 
Lachlan, who are both directors of parent company News Corp. James Murdoch joined the board of 
NDS two years ago, while Lachlan was appointed in February. 'The bottom line is that if it is shown 
that they knew or ought to have known what was going on they could be personally liable, said 
Steven Philippsohn, senior partner with law firm Philippsohn, Crawfords, Berwald, which specialises 
in Internet fraud. Canal+ could produce a whistle blower in the forthcoming court case. Legal experts 
point out Canal+ is not taking legal action against Al Menart, the operator of the DR7.com site, who 1s 
named in the lawsuit as assisting in the 'conspiracy’. 

Post Script: “/t Will Settle...” 

And this post-trauma posting from a BBC Ten O'clock News personality: 

Smartcard squabble: Too good for court. The BBC lawyer was emphatic in her conclusion, as I 
talked her through my script for the Ten O'clock News and the complex background. "This case will 
settle," she said. And you could see her point. The Great Smartcard Piracy Row - with its lurid 
allegations and counter-allegations of industrial espionage, dirty tricks and sharp practice - is already 
threatening to do enormous damage to the two protagonists. 

Canal Plus Technologies makes smartcards for more than 12.5 million digital set-top boxes around 
the world, including ITV Digital's.) NDS makes smartcards for 27.3 million boxes worldwide, 
including Sky Digital's. 

If the case ever came to court the consequences (not to mention the costs) could be catastrophic. 
Last week, you will recall, Canal Plus launched a $1bn (£0.7bn) suit against NDS in the Californian 
courts, alleging that NDS had conspired to crack its codes and flood the market with forged cards. 
NDS was accused of "reverse engineering" (or hacking) the Canal Plus smartcard at its laboratory in 
Israel, sending the resulting decrypts to its subsidiary in California and then deliberately releasing them 
onto the Internet. 

'IHegal actions! Canal Plus claimed only a competitor would have the expensive equipment and 
sophisticated expertise needed to crack its codes. "No company is above the law and we intend to see 
the law applied to halt NDS's illegal actions," said Francois Carayol, the executive vice-president of 
the Canal Plus group. "Competition should be about fair contests for customers, not ‘cloak and dagger' 
operations aimed at undermining a competitor's products and services." ITV Digital joined in, 
claiming pirated smartcards had cost it more than £100m. The company estimates about 100,000 
counterfeit cards may be in circulation in the UK, though that is small beer compared to Italy, where 
up to 50% of the Canal Plus Technologies smartcards are thought to be fakes. 

Initially NDS and its parent company News Corporation appeared stunned by the allegations. NDS's 
headquarters, in Staines in Middlesex, promised a statement but failed to issue one for several hours. 
News Corporation's New York headquarters refused to say anything. Though News Corp owns 80% 
of NDS and appoints at least four of its directors (including News Corp's senior lawyer, Arthur 
Siskind, and News Corp chairman Rupert Murdoch's son James) it seemed the global media giant 
might be trying to distance itself from its theoretically "independent" subsidiary. 
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‘Publicity campaign’ But late in the afternoon, with its share price in New York down 30%, NDS hit 
back, dismissing the allegations as "outrageous and baseless" and making a succession of claims of its 
own. "This case has been launched as a massive publicity campaign, not a real court case," NDS's 
chief executive, Dr Abe Peled said. "It is a blatant attempt by Canal Plus Technologies to shift the 
blame for their inferior technology and their inability to deal with piracy." Canal Plus, according to 
NDS, had approached its rival last December about a possible merger, and used the allegations to gain 
leverage in the negotiations - and had also tried to poach the very NDS employee it now claimed had 
given its code to the North American website. "Why would Canal Plus want to hire a person they 
claim was involved in such activity?" the company asks. NDS also claims Canal Plus has admitted 
"reverse engineering" its rivals’ smartcards - something Canal Plus categorically denies. Canal Plus 
owns the technology behind ITV Digital's cards NDS may well have done a bit of reverse engineering 
itself. In an interview Dr Peled did not deny having hacked Canal Plus's cards. But he did deny 
deliberately putting the resulting code into the public domain. "We had nothing to do with the piracy 
of their cards, we had nothing to do with the selling of these illegal devices, publishing it on the 
Internet or anything like that," he said. 

NDS's claims have in turn been met with counterclaims from Canal Plus, while newspapers have 
uncovered alleged links between NDS's head of security and a website frequented by hackers. NDS 
reportedly says it was seeking intelligence on how hackers operate. With so much mud being thrown 
by both sides, if the case ever comes to court it promises to be riveting entertainment - which is one 
very good reason why it will almost certainly be settled long before it gets in front of a judge. 

(E-mail: nick.higham@bbc.co.uk) 

Post-post script: 

ITV said April 1 it will join the suit against NDS with Canal+. 
Related: Making lemonade from the lemon 

A UK university is set to work alongside major electronics companies to develop a new smart card 
technology that could help protect digital TV and other media from pirates. The launch of the 
EU-backed Full Speed project - which includes the University of Surrey, Philips and Schlumberger - 
comes as the digital TV industry grapples with the implications of legal action currently under way in 
the US. 

Pay-TV provider Canal Plus is alleging that NDS, a subsidiary of rival television giant News 
Corporation, helped disseminate codes that allowed hackers to create false smart cards. NDS has 
denied the allegations. Whatever the outcome of the dispute, Dr Peter Sweeney of Surrey University's 
Centre for Communications Systems Research said current smart card technology is fundamentally 
inadequate for protecting digital TV data from determined pirates. ITV Digital, the UK (terrestrial) 
digital TV service, has been plagued by bogus smart cards, with an estimated 100,000 in circulation in 
the UK alone. 

Sweeney said the Surrey team and the other partners in the European Union project would look for a 
new generation of smart cards capable of dealing with the special demands presented by advanced 
multimedia. He said the solution lies in creating a smart card system with sufficient computing power 
to cope with the calculations needed to create a unique 'key' for each card user that cannot be copied or 
passed on to anyone else. ‘The current generation of smart cards is not up to these computations,’ he 
said. The Full Speed project will look to create a new system based on 32-bit computer processing and 
the Java operating system to support multimedia applications needing high cryptographic calculation 
capacities. Sweeney said, ‘the issues facing broadcasters were similar to those attempting to combat 
piracy in other areas, but complicated by the commercial demands of operating a pay-TV service. The 
point about pay digital TV is that it is constantly changing, with people dropping in and out and 
adding new packages. You don't want to have to change your keys every time.' The fact that services 
such as ITV Digital operate over the airwaves, rather than via a fixed link to a set-top box, as in the 
case of cable TV, also increases the technical challenges. The Surrey University team is also 
investigating ways to counter the huge problem of piracy of digital audio and video material, including 
‘watermarking’ systems that make copying films impossible. 

NDS hosts anti-piracy event 

With somewhat ironic timing given the NDS/Canal Plus piracy dispute, the AEPOC (European 

Association for the Protection of Encrypted Works and Services) on March 15 issued a report of its 
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Board of Directors meeting held in London on 22nd February 2002, hosted by BSkyB and NDS. In it 
AEPOC highlighted the importance of strengthening the power of Europol so that it could carry out 
strong action to resist cyber-crime in the audio-visual sector. Aepoc says it has always been in the front 
line to support any initiative at European level with regard to technological measures. The Secretary 
General revealed the programme of a training course to be addressed to the Police Bodies and to the 
other relevant authorities of the European Union and of the accession countries. The irony increases as 
this course deals with piracy against conditional access systems - as well as fraudulent reception of 
encrypted signals. It is based on technical, commercial and investigative experiences collected by the 
Aepoc Members in the last active years of anti-piracy effort. "Europe needs to witness the setting up 
of a special department inside Europol with special technical resources and tools for investigation in 
order to resist criminal activity. It is also necessary to stimulate the co-operation between national 
authorities, and in particular between the Police Forces operating in the various countries, the TLC 
operators and players who know the relevant field better than any others," says Aepoc. 

Its position paper recently submitted to the European Commission proposed such an initiative 
concerning the setting up of a specific working group at Europol, bringing together technical, judicial 
and investigative expertise. Consequently, Aepoc will support the Spanish Presidency's measures to be 
adopted in order to make the Information Society environment safer, and is going to strongly support 
the proposal to establish an "Alert and Technological Research Centre" within the framework of 
Europol. The next Aepoc meeting will be held in Madrid during June and the Europol issue will be the 
main matter discussed. It is part of the strategy of the Association to aim at the creation of a 
transnational effort and to lobby in connection with any problem and any possible innovative root 
against audio-visual piracy. 

AEPOC members include Betaresearch GmbH, BSkyB, Canal+, Canal+ Polska, Canal+ 
Technologies SECA, Eutelsat, Irdeto Access BV, Motorola, NDS Ltd., NTV-Plus, Pace Micro 
Technology, Philips Digital Networks, Premiere, Rai, Sogecable, Societe Europeenne des Satellites, 
Stream, Telenor Conax, Tele+, Thomson, TPS, Viacess SA France Telecom. 


Sky NZ to pass set-top box cost on to consumers? 

Sky TV boss John Fellet says New Zealand viewers should soon be able to buy a set-top box with 
built-in hard drives. "The only real question is whether we wait for DVD player capability before we 
introduce them," says Fellet. Having a hard drive built in would enable viewers to record programmes 
with a lot more flexibility than recording to videotape. Viewers could start watching a programme 
before it had finished recording the end of the show, use the record button as a "pause" control and 
even record more than one channel at a time. 

No decision on technology provider has been made yet, but Fellet is keeping a close eye on both 
Replay TV and TiVo in the US. Any set-top box with such capabilities would be a high-end product 
and Fellet says a new way of selling the boxes would be in order. "We would look to the likes of hi-fi 
shops or electronic consumer goods stores to sell the boxes in a manner similar to video recorders or 
TVs today." 

Currently Sky boxes are only available through Sky, but Fellet says the next generation of decoder 
boxes won't be sold like that. "Now that we're on the digital platform it makes sense to give 
subscribers the basic box and allow them to go out and buy something more advanced if that's what 
they want." Fellet says customers would be able to simply swap the devices over, insert their smart 
card and carry on watching TV. 

"Eventually we expect the decoder side of the equipment to be built in to the TV sets themselves." 
Before that happens, however, Sky TV plans to introduce its own form of email, in conjunction with 
Telecom. "I like to think of it more as text messaging than email because it doesn't have the full 
functionality of email with things like attachments." Fellet says Sky will offer up to 15 email 
addresses per household on the service. The email service is in the final stages of implementation and 
although he won't say when it will be available it, viewers should be able to use the service in weeks 
rather than months. 

([A_web site that routinely finds fault with Sky’s activities notes:] Craigs comment: Well, the key 
point is SKY would be passing the cost onto the consumer and letting people buy the box in stores. 
Let me get this right; they crippled the current OLD boxes by adding interactive making them 
frustrating to use. Now they propose a box that would probably be limited to ONLY viewing Sky’s 
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channels with no capability to subscribe to any other possible pay tv service. | wonder if they would 
include an onboard vhf/uhf tuner for taping terrestrial shows? Being able to buy your own box might 
mean they will finally allow you to BUY a card that enables FTA 1,2,3,4 Prime, TAB, viewing. After 
all Sky claims these channels are FREE and the $17.29 a month is decoder rental only.) 

Coop’s comment: Neither TIVO nor Replay TV have shown interest in creating a PAL-format 
version of their hard drive recorders to date. Marrying a hard drive to a Sky NDS compatible set-top 
box would follow the recent introduction of a similar version in the UK (for NDS affiliated BSkyB). 
To be able to “....even record more than one channel at a time...” would require (1) a set-top box with 
the capacity to hold two (or more) Sky smart cards or new smart card software allowing one card to 
provide two simultaneous decodings, (2) a hard drive with two separate record functions allowing 
parallel recording. Neither actually exists ... at this time. 

NDS and UEC to produce hard drive set-top box 

News Corporation subsidiary NDS is partnering with South Africa's UEC Technologies to develop 
two new set-top boxes. One of the boxes is to incorporate a hard drive, NDS's XTV personal video 
recording (PVR) technology, and its Open VideoGuard conditional access technology. The other box, 
which will be targeted at the US market, will incorporate a DOCSIS modem and VideoGuard. The 
companies are yet to announce how much the new boxes will cost and when they will be available on 
the market. 
NDS claims answer to TV _ advertising interruptions 

Interactive technology age spells extinction of TV ads. Television advertising could be fast 

forwarded out of existence by viewers if digital software enabling easy recording of interactive TV 
(ITV) takes off in Australia/New Zealand, one UK interactive TV expert has said. However such 
services won’t come cheaply, so it may only be the top end of town that becomes harder to reach than 
ever. Director of interactive TV solutions at UK digital software provider NDS Rahul Chakkara said 
NDS software enables customers to pause real time TV with just the touch of a button. Chakkara, who 
was in Australia promoting NDS, said his company’s software allowed viewers to record up to 30 
hours of programming and also had downloading and cataloguing capabilities. Viewers could then 
play back their program, which would result in viewers fast forwarding ads. “People are skipping 
through the ads—I hate to say it but it is true,” Chakkara said of ITV in the UK. However he said the 
subscription cost of this software made pay TV look cheap, so most customers would settle for less 
expensive options where ads could not be deleted. “Television advertising today is about persuasion; 
interactive TV advertising is about seduction,” Chakkara said of iTV. He said digital TV would ° 
challenge advertisers to make ads that would convince viewers to interact, for example, by making ads 
where people could choose via their remote control to receive more information about a product, or 
where they could request product samples, to be sent to them. In the UK the average length of time 
commercials are watched is three minutes, Chakkara said. 

Coop’s comment: What Chakkara is describing are the benefits of hard drive recorders, of the family 
which Sky TV NZ is promising will be available in the future through retail electronic shops. 


Pressure to force Sky TV to transmit all free to air services in a free to air format (currently only TV 
One and TV2 plus a small selection of Government funded radio stations are FTA) continues. This is 
an exchange between free-to-air campaigner Craig Sutton and New Zealand on Air: 

“| got a reply from NZONAIR regarding programming screening on TV3 that is NZONAIR 
funded. | brought up the fact that TV3 is only available as a pay channel in many parts of NZ 
and that they should consider witholding funding until they switch their service to a fta mode. 


From: "Donnamaree Ryder" <Donnamaree@nzonair.govt.nz> 
To: <suttonc@ihug.co.nz> 
Hi Craig 
“Sorry about the delay in responding to your email but it has been fairly hectic around here. 
Thank you for your comments regarding Radio and Transmission Coverage in New 
Zealand. With respect to your comments about radio and tv coverage, yes, we are aware 
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that there are a variety of options - independent of Sky's digital services that enable New 
Zealanders access to both free to air radio (Radio NZ and Concert FM) and television (TV 
One and TV2). We are also aware that TV3, TV4, Prime and Trackside still remain 
encrypted on Sky's platform and are therefore not available as a 
free to air signal as TVNZ has done. It may be helpful to note, the Government are working 
towards identifying the best way to deal with free to air transmission now that transmission 
via satellite platform.is an option, and how these channels (both radio and tv) may be 
accessed without the need to subscribe to a pay tv provider. The government released a 
discussion paper about digital television in February 2002. We are in the process of replying 
to this, and we are also preparing our own paper (due to be completed APR/May) 
with respect to non-commercial coverage and the options available to those areas now that 
satellite technology is available. We will, therefore, not be making any public 
announcements until a number of final decisions have been made with respect to open 
access, transmission and receiving equipment and free to air accessibility. Like you | hope 
we can fully inform people of their options as soon as possible. Thank you again for showing 
interest in digital transmission on behalf of your fellow New Zealanders. | will let you know if | 
need any more information. 
Kind Regards 
Donnamaree Ryder” 


Australia’s answer to pay-TV’s financial drain 
(The deal: Under the new content and satellite deal, Foxtel has agreed to give Optus access to two 


quality sports programming channels from April 1 (Fox Sports and Fox Sport 2) and the right to 
bundle and resell its entire service from November |. In turn, Foxtel will pay $40 million a year to 
lease "substantial" space on Optus's yet-to-be launched C1 satellite and assume the cost of Optus's 
movie contracts based on unrealistic subscriber numbers — saving it some $30 million a year. Telstra 
media executive director Gerry Sutton said Foxtel would take 14 transponders, sufficient for 120-150 
channels. "hat really does foreshadow a movement into digital," he said. Under a separate bundling 
agreement Foxtel has given Telstra the right to resell Foxtel's pay channels and set the retail prices and 
offer discounts on any packages that include Foxtel's service. Foxtel, with 770,000 subscribers, is 
Australia's largest pay-TV company, followed by regional carrier Austar with 420,000 and Optus with 
270,000. Optus has recently been in merger discussions with Austar which stands to gain under the 
new arrangements through the anticipated fall in programming costs. 

Telstra managing director Ziggy Switkowski said the bundling deal was about giving customers 
more choice and access to discount prices to reward loyalty, while his Foxtel counterpart Kim 
Williams said the agreement offered the pay-TV company "fresh impetus" to grow the subscriber base. 
However, Optus which is owned by Singapore Telecommunications Ltd, stands to gain the most 
immediate benefits. Chief executive Chris Anderson said the content and satellite agreement would 
significantly strengthen the company's bundled telephony and pay television offering and boost 
earnings before interest, tax, depreciation and amortisation by more than $30 million. "There's a $30 
million or so EBITDA contribution from the deal, plus there's a significant margin from our selling of 
satellite (capacity)," he said, adding that the satellite component would generate revenue of some $40 
million (per annum). While not ruling out content-based competition in future Mr Anderson said 
Optus aimed to first take advantage of better margins offered by the deal. "Our margins will turn 
from negative to positive, from fixed costs to variable costs and our content disadvantage will be 
removed because we've got all the content available," he said. "All of our minimum subscriber 
guarantees and costs are going to be absorbed by Foxtel, so to that extent it makes us a much stronger 
competitor in telephony," he added.) 


And the reactions. 

In a potential blow to competition, Foxtel could emerge with control of the rival Optus cable network 
under terms of the radical pay TV deal. According to an information paper circulated by the Australian 
Competition and Consumer Commission to parties affected by the Foxtel/Optus deal, Foxtel has been 
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granted first and last rights over a number of Optus assets in return for assuming Optus's $600 million 
worth of US programming contracts. These rights relate to assets including Optus's cable network and 
certain pay TV content. As Telstra owns the only other cable network, Foxtel could emerge with 
control of all the metropolitan cable infrastructure should Optus decide to sell and Foxtel exercises its 
rights. This lends weight to criticism that the Foxtel/Optus deal will threaten competition in pay TV. 
Optus flirted with the idea of selling its cable network two years ago and held talks with Publishing & 
Broadcasting and regional pay TV operator Austar. Optus chief Chris Anderson has openly admitted 
that the Foxtel deal enables Optus to retreat from pay TV. However, Optus rates the likelihood of 
selling its cable network as "pretty low" in the wake of the agreement with Foxtel. Currently losing 
money on every pay TV subscriber, Optus expects its business to move into the black if the ACCC 
approves the deal. 

"If you think we're going to take a profitable business and sell it to Foxtel you're absolutely 
dreaming," an Optus source said. "We're going to hang onto this business and compete." Foxtel has 
sought the rights over Optus's assets to ensure its cable network remains operating. Given that 80 per 
cent of the Foxtel and Optus networks overlap each other, acquiring the Optus network would not 
substantially extend Foxtel's coverage. But Foxtel needs the Optus network running so it can sell its 
programming to 270,000 Optus subscribers and recoup its investment in Optus's programming 
contracts. 

The Australian Competition and Consumer Commission also warned that the content-sharing 
arrangement between Australia's two largest pay TV operators could hit regulatory snags. "Jt most 
definitely has competition issues in that it creates a single buyer of pay TV programming, which has 
some positive and negative elements," ACCC mergers and acquisitions commissioner Ross Jones said. 
"On top of that there is a whole set of bundling issues that have pro-competitive and anti-competitive 
elements - people who have only one product to sell, like mobile phone companies, can't compete." 
Neighborhood Cable, of Ballarat, the major independent pay TV company in Australia, views the deal 
with some alarm, believing it could threaten its viability unless a firm government hand is kept on 
wholesale pricing of content. "Jt would certainly be against our best interests if Foxtel tried to become 
the exclusive wholesaler of pay 1V content in this country," said Fred Grossman, chief operating 
officer of Neighborhood Cable. Under the deal forged with Optus, Foxtel now had the subscriber 
numbers to broker such exclusive deals with major international content providers such as BBC, CNN 
Time Warner and Disney, he said. "If, on the basis of their new subscriber numbers and spread, they 
negotiate an exclusive deal for Australia with the content providers overseas, they would be cutting out 
small regional providers such as us," Mr Grossman said. 

However, Michael del Gigante, chief executive of TransACT, the Canberra high-speed network 
provider, said the deal could result in a broadening of reach for pay TV customers. The Internet 
Industry Association, which represents up to 100 ISPs, plans to hold an urgent meeting to discuss the 
effect of the deal on its members. 

Meanwhile, ethnic pay TV program supplier Television & Radio Broadcasting Services threatens to 
abandon the market if the Foxtel deal goes ahead in its current form. "We'll leave the game to the 
moguls," TARBS chief Mike Boulos said. TARBS is calling for the competition watchdog to impose a 
strict regulatory regime guaranteeing access to pay TV content and the cable network. "It doesn't 
matter what [Communications Minister Richard] Alston says, it doesn't matter what [ACCC chairman 
Allan] Fels says. The reality and practicality of it is that if you have dealings with any of these people 
they will frustrate the process sufficiently until you're out of business," Mr Boulos said. He claimed 
the Foxtel/ Optus proposal was very similar to the mooted Foxtel/Galaxy deal which the ACCC 
blocked five years ago. "If the ACCC were to be consistent, then this deal could not possibly go 
through," he said. "The only difference is one is contractual and one is purely an arrangement." 
TARBS says could be pushed offshore by Foxtel-Optus merger 

A major Australian multicultural pay TV operator has expressed concern over the proposed Foxtel- 
Optus merger, signaling it could squeeze it out of the country. Mike Boulos, chairman of 
Sydney-based Television Radio Broadcasting Services Australia Pty Ltd (TARBS), warned the 
controversial merger would drive up content provision charges and force TARBS to focus on more 
profitable markets offshore. 
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TARBS chief executive Regina Boulos said the company had met with competition watchdog the 
Australian Competition and Consumer Commission (ACCC) to voice its concerns over the merger. 
"What we would like to see is that it does go through, but there will be a very, very strong regulatory 
regime to control access to programming and access to the delivery to secure larger audiences," Ms 
Boulos said. She said TARBS was considering taking legal action against the merger on the possible 
grounds of contravention of the Trade Practices Act. "I think there's a basis for an issue that is a 
violation (of) the Trade Practices Act," she said. "We will pursue whatever avenue there is...to make 
sure that, if this deal pushes through, that it will be fair for everyone." 

TARBS, which currently offers a suite of 52 multicultural channels, has outlined plans for global 
expansion later this yeat with a possible listing in 2004. The company said it had “several hundreds of 
millions of dollars" of funding in place to enhance its offerings to the Australian market and set up 
channels to broadcast in Asia, Europe, the US, and the Middle East. The expansion would see the 
company broadcasting content from more than 30 countries, in more than 20 languages, across 65 
channels. TARBS, which charges subscribers $62.95 per month, would not disclose how many 
subscribers it currently had. However, the company planned on becoming profitable, with more than 
one million subscribers worldwide, before listing. 

Telecom NZ eyes pay-TV deal 

Telecom Corp of New Zealand has signaled it will be seeking to bundle its telephony content with 
Foxtel pay-TV programs to help it stay competitive in Australia. Chief executive Theresa Gattung said 
that Telecom NZ was looking to make submissions to Australian regulators to ensure competition 
remained fair in the telco-media sector in the wake of a deal for Foxtel to supply programming to 
Optus. Foxtel will assume Optus's financial obligations under its movie and other content 
arrangements thus negotiating for a wider Australian audience. A separate deal, also announced this 
month, allows Telstra to be able to bundle Foxtel's pay TV with telephone and Internet services on a 
single Telstra bill. Ms Gattung said Telecom NZ and its Australian subsidiary AAPT have concerns 
about the wider deal, which would be raised via the regulators. The Australian Competition and 
Consumer Commission chairman, Professor Allan Fels, has said the commission would closely 
investigate the implications of the proposed resale deal. "/t does raise concerns for us - naturally we 
don't want to be dateless at the party and we intend to make representations through the appropriate 
channels," Ms Gattung said. She said some of the concerns related to AAPT's need for content, 
enabling it to bundle a wider range of services. Under the present scenario there was a danger the 
Australian market could become a Telstra-Optus duopoly, she said. "We need to be able to have the 
same ability to bundle with Foxtel. At the commercial level and the technical level, the right to do it 
and the ability to do it are not always the same thing,” she said. "... (we're concerned) the market will 
become a duopoly - one with Telstra and Optus - and that AAPT's (business) in Australia will be 
constrained unless we can have a fair crack at being able to bundle those products and services with 
telephony spend," she said. 

Earlier this month Foxtel chief executive Kim Williams said Foxtel had always been willing to 
negotiate supply of its programming to third parties on reasonable commercial terms on a wholesaling 
basis. A spokesman for Foxtel said he was unaware of any approaches by Telecom NZ on bundling. 
Ms Gattung said AAPT's addressable market in Australia could shrink, without a reasonable ability to 
bundle. She said that Telecom New Zealand was totally committed to the Australian market via its 
AAPT and TCNZA divisions. AAPT already has some content rights via its AOL7 joint venture with 
Kerry Stokes’ Seven Network Ltd and the world's biggest Internet company America Online Inc. 
Asked if the company planned other investments such as AOL7, Ms Gattung said the company was 
totally committed to Australia. 

"There's only going to be a limited number of players who are committed and we're one of them, and 
we want to make sure that the environment is supportive of us getting a fair crack at the market, and 
being able to make potential future investments," she said. Ms Gattung said Telecom was in dialogue 
with the wider media and telco industry on the Telstra~-Optus-Foxtel issues. 

The Ten Network is set to join Kerry Stokes' Seven Network in opposing the proposed pay-TV 
alliance between Foxtel and Optus. It is understood Ten's new executive chairman, Nick Falloon, is 
concerned the deal may enhance Telstra's position as the dominant provider of communication services 
in Australia. He is also said to be concerned about the Government supporting the deal to provide an 
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extra sweetener for the coming sale of the next tranche of Telstra shares to the public. Federal 
Communications Minister Richard Alston recently expressed his concerns about Telstra's national 
dominance of broadband infrastructure. Telstra owns the copper network over which is laid a 
broadband cable that will, arguably, reach 95 per cent of Australians in the future. Through its 50 per 
cent share holding in Foxtel, Telstra also has power over pay-TV infrastructure via the Foxtel set-top 
box and other pay-TV company assets, such as subscriber management systems. Telstra's chief 
executive, Ziggy Switkowski, has indicated that the group is eyeing newspaper and television assets in 
a bid to lift revenues from its loss-making broadband cable network. Ten's opposition is a fresh blow 
to the Foxtel partners and Optus. Foxtel is currently engaged in a war of words with Mr Stokes over 
his rejection of an offer to access Foxtel's pay-TV service. Seven's chief executive of new media and 
investments, Steve Wise, requested a meeting with Foxtel chief executive Kim Williams to resolve the 
issues. However, Foxtel is opposed to Seven's proposal for a suite of channels to be included in 
Foxtel's basic service. Access to Telstra's broadband cable network, which carries the Foxtel service, 
will be crucial to the deliberations of the Australian Competition and Consumer Commission 
regarding the implications of Foxtel's proposed content-sharing agreement with Optus. Both Ten and 
Seven are concerned about the future of their franchises if pay-TV takes off in Australia, and about the 
power of Foxtel's monopoly over content, in particular its clout in negotiating sporting rights. Telecom 
Corporation of New Zealand's chief executive, Theresa Gattung, said that Telecom would make 
submissions to Australian regulators to ensure that competition remained fair in the communications 
sector if the Foxtel-Optus deal were to be approved. She also signalled that TNZ would look to 
bundle telephony with Foxtel pay-TV programs to maintain its competitive position in Australia. 

Foxtel chief executive Kim Williams has lashed out at Seven network executive chairman Kerry 
Stokes, saying it was "bewildering" that he would not accept Foxtel's latest offer to carry his C7 
pay-TV sports channel. In a fiery outburst, Mr Williams said Mr Stokes "was not a poor struggling 
creature" and had yet to make a significant investment in the industry. He said Foxtel had spent 
$1.2billion developing the business, excluding the cost of rolling out the cable. "Where is his 
investment? Where is his commitment?" he said. Mr Williams said correspondence between Seven 
and Foxtel proved the pay-TV operator had made an offer to carry C7 in 2001 and again this year. 
The latest deal is for C7 to be on a "tier" (so a subscriber must buy Foxtel's basic package and then pay 
extra for C7), but the letters show C7 wants to be on the basic service and have a "suite of channels". 
Foxtel received a letter from Seven's head of new media Steve Wise repeating the broadcaster's 
position that C7 was "not interested in a one-channel service". Seven has won through courts the right 
to provide analogue pay-TV services on the Telstra cable used by Foxtel and access to Foxtel's set-top 
boxes, but Foxtel and Seven have not agreed on access conditions. Seven says it wants C7 on the 
"basic" service, alongside the Fox Sports channels, so they were on a level playing field. But Mr 
Williams said C7 had been content to broadcast on a tier with regional pay-TV operator Austar. "But 
of course there's a different rule with Foxtel because he wants a free lunch, breakfast and dinner and 
on silver service with a restaurant full of waiters," he said. Mr Stokes' demand that C7 be broadcast to 
Foxtel subscribers paying a basic subscription indicated he was not confident viewers would pay for 
his product, the Foxtel chief said. "We have a good faith offer on the table where he can access 100 
per cent of the Foxtel boxes without any additional cost to him and where we accept all the 
administration and carriage costs," he said. "He just has to have confidence in his own service. The 
offer is there and it's up to him to make the investment and create the product, but he wants a free 
ride." Mr Williams denied his outburst was linked to the Foxtel-Optus industry restructuring which is 
now being assessed by the competition regulator. "The Australian Competition and Consumer 
Commission has not in the course of the Optus discussions raised C7 once with us," he said. But he 
was incensed at Mr Stokes' comments about the Foxtel and Optus restructure creating a "monolith" 
when his own executives had previously said pay-TV was a minnow compared to free to air TV. A 
Seven spokesperson said they wanted C7 provided on terms similar to other content providers so it 
could add to the diversity of choice on pay-TV. "We are considering their offer as we are considering 
the future of C7," he said. 

News Limited chairman Lachlan Murdoch has begun selling the benefits of the Foxtel-Optus 
pay-TV restructure to financial markets. It came as Foxtel made its third access offer to the Seven 
Network. Mr Murdoch and two other senior News executives were guests at a Salomon Smith Barney 
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lunch in Melbourne, having flown in that morning from the United States. According to fund 
managers present, Mr Murdoch said the restructure would begin the process of creating a profitable 
pay-TV industry in Australia, but would not ensure it. The restructure would see Foxtel and Optus 
share content, which could then be on-sold as part of bundled Telstra and Optus packages. Foxtel also 
sought to end the deadlocked access dispute that may threaten the restructure, by consenting to Seven's 
request for it to carry a "suite" of channels. The offer relates to Foxtel's future digital services 
(capacity constraints restrict the offer on the current analogue service to two channels) and is for an 
initial five year term. It also includes access to Foxtel's call centre, subscription management system 
and marketing support. "C7 would only need to compile and supply the content of the channels to 
Foxtel's playout centre,” Foxtel's chief executive Kim Williams said in a letter. "Such a commercial 
arrangement far exceeds the benefits available to C7 through any regulated access regime." A Foxtel 
spokesman said they released Mr Williams' letter due to concerns about previous misinformation about 
their intentions. "Clearly, if we proceed to commercial negotiations as hoped, that will be a private 
matter," he said. Seven has stated it would prefer to be on Foxtel's basic package, but the offer 
remains for the channels to be on a "tier". A Seven spokesman said the channel would consider any 
Foxtel offer. "Our objective remains a presence on the basic platform, but we are happy to enter into 
good-faith discussions with Foxtel," the spokesman said. The offer is the second by Foxtel in the 
month, and follows an earlier proposal in February. Mr Williams said Foxtel’s digital service was still 
at the planning stage, "but we are prepared to work with you if you can give us information about the 
nature of the channels you propose to supply". Mr Murdoch told fund managers he could not 
understand how Seven hoped to earn over $30 million a year by being in Foxtel's basic package, 
despite no capital investment in Foxtel. 

(L. Murdoch - I did not mean what I said: “The News Corporation Ltd would be hesitant of further 
capital investment for the Australian pay-TV industry if Foxtel's alliance with Optus was blocked by 
Australia's competition body”, Lachlan Murdoch has said. Earlier, a financial newspaper reported that 
Mr Murdoch, chairman of News Limited and the deputy chief operating officer of News Corp, warned 
the industry would face a bleak outlook if the deal did not proceed. The newspaper also reported that 
News Corp might withdraw investment from the pay 1V industry if the Optus-oxtel deal was 
blocked. However in a clarifying statement, Mr Murdoch said of the Foxtel-Optus deal, he "would be 
hesitant to invest further capital if the deal did not go through. All share holders would question why 
invest further capital, when they could invest it elsewhere for a commercial return," he said. A News 
Ltd spokeswoman said the newspaper report was misleading. "Mr Murdoch didn't say at any time that 
News would withdraw from the pay TV industry," she said. It is understood Mr Murdoch and Foxtel 
partners think it would be difficult to agree on the digitalisation of the pay-TV platform, if the 
Optus-Foxtel deal was blocked. It has been estimated it would cost Foxtel $500 million to upgrade its 
cable network for digital television. Foxtel chief executive chief executive Kim Williams has 
previously said partners cannot make the investment if they face the risk of an access regulatory 
regime that could force us to provide access at completely uncommercial rates. In the newspaper 
report Mr Murdoch was quoted as saying his focus was to lift the profitability of Foxtel, which is 25 
per cent owned by News Corp. Telstra Corp holds 50 per cent of Foxtel, with 25 per cent held by 
Kerry Packer's Publishing and Broadcasting Ltd. Mr Murdoch was reported as saying the company 
would review its investment if the deal with Optus was blocked. "Jn any business in any market we 
operate in, where you have a struggling business, a business that is losing money, when either 
regulators or governments protect one industry at the expense as another, I think that's a very bad 
thing," Mr Murdoch reportedly said.) 

Stokes calls the lawyers as Optus gives C7 the boot. Seven Network chairman Kerry Stokes is 
shaping up for another legal stoush after Optus dumped his C7 sports pay TV service. Metropolitan 
pay TV operator Optus terminated its agreement to broadcast C7 on Thursday afternoon (March 28) , 
the last working day before the contract was due to expire on Sunday (March 31). Seven is now 
considering a legal challenge to Optus. "C7 doesn't accept the validity of the nature of the termination 
and is reserving its rights and will continue to compile the channel and deliver it to Optus," said a 
Seven spokesman. When asked if that meant Seven would take Optus to court over the issue, the 
spokesman said: "There are a series of legal issues relating to the termination notice and the 
interpretation of the agreement." C7's value to Optus has become negligible in the wake of the 
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landmark deal Optus struck with its rival Foxtel earlier this month. Under the terms of the agreement 
to share programming, Optus will broadcast Foxtel's successful Fox Sports channels to its subscribers 
from April 1. C7's sports programming lineup struggles to compete with Fox Sports, which owns the 
pay TV rights to both the prime winter sports, the AFL and NRL. Seven is already embroiled in a 
bitter legal dispute with Foxtel over its C7 service. Despite a four-year battle and three court decisions 
in its favour, Seven has failed to reach agreement with Foxtel on the cost of broadcasting C7 over the 
Telstra-owned Foxtel cables. While negotiations with Foxtel are continuing, Seven has deferred its 
decision on the future of the C7 sports service. Seven previously said it would decide whether to 
continue producing its pay TV channel before the end of March. "We are continuing to compile and 
distribute our channels in accordance with our existing agreements and as part of our commercial 
endeavours in our negotiations for access on the Telstra cable and our position in the Foxtel pay 
television service," said the Seven spokesman. Foxtel has made two offers to C7 in the past month. 
One relates to broadcasting the sports channel over Foxtel's analog cable and one relates to 
broadcasting a suite of C7-produced channels on its proposed digital service. 

Coop’s comment: On April 1, C7 disappeared from regional pay-TV service Austar with a terse 
announcement it was being replaced by a new-on-offer “Fox Footy” channel. 

Austar, Optus talks shift 

The nature of discussions Austar United Communications was holding with Optus had changed in 
light of a proposed agreement between Optus and Foxtel, Austar said. "Jf the Optus-Foxtel agreement 
proceeds Austar does not expect any subsequent discussions would encompass a merger of the two 
(Austar and Optus) businesses as has been speculated," Austar said in a statement. However, Austar 
said it and Optus continued to have discussions with each other on a range of commercial and strategic 
issues. These issues include, for example, matters relating to the parties’ satellite joint venture. Austar 
noted the comments attributed to Optus chief executive Chris Anderson. It said it had provided 
comment regarding the changed nature of discussions between it and Optus, in order to ensure the 
market was accurately informed. 

The Australian newspaper reported Optus was, "no longer interested in regional pay TV group 
Austar, a company with which it had been having discussions". Mr Anderson told journalists at a 
media briefing Optus would have talks with the Australian Competition and Consumer Commission to 
help the recently announced Foxtel-Optus pay-TV deal to proceed. The deal will essentially see Optus 
showing Foxtel content, reducing costs and increasing telephony-pay TV bundling opportunities. Mr 
Anderson said the company was moving away from a pay-TV operation in terms of production and 
negotiations within the wider industry for product, which would be passed to Foxtel. "We don't see 
ourselves as a pay TV company - in fact this whole deal is to get us out of pay TV," he said. "We see 
ourselves as a reticulating and distributing video product, produced by somebody else, which we can 
wrap (bundle) with our telephony-data business - it's not in our core competency or core business," he 
said. 

All observers do not agree on Stoke’s position 
(This from an Internet posting): 

“10 and 7 want immunity from sitting on their fat arse for a decade. They drag their feet with 
content, stuff around and invest nothing in diverse telecommunication projects and then in turn want 
protection from the eager public. We all keep asking for the choice of 100's of channels. We don't 
really care who is the provider. Why doesn't Ten and Seven opt for satellite and microwave broadcast 
permits? Why don't they break down the state by state barriers with national content? Essentially they 
do absolutely nothing and want protection. We have seen in recent years the exposure and risk taking 
of the Murdoch and Packer camp and the enormous losses they have taken also. Yet, on balance, the 
stock market has been extremely considerate. The underlying factor has been largely a result of the 
varied and broad portfolio that up until now has been held. Only a loser bets on a single horse in the 
Internet era. Now that Telstra and its major partners want to exceed the known boundaries of 
television, a legacy of the old Sir Frank days, it seems to make absolutely no sense how the opposing 
side is playing. It was always an Internet roll-out for Telstra and gee-whiz, it can do TV as well - what 
a shock ! The technology has always been there. Up in the sky or underground. After 10 years of navel 
gazing Telstra has finally pulled its head out of the bucket and decided that 20 years behind is just too 
much. Shall we wait longer for Channel 10 to see if it gets better? The day Kerry Stokes puts up his 
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own satellite, then, we will all know that he isn't trying to bully someone actually doing a reasonable 
job of giving us all something we were promised 10 years ago. That being 200 channels. The four 
channel dream is over, the buzz-word of this decade is "back-hauling" If there was ever a race on, it 
would be to park another bird alongside OPTUS-B3 sat, so that all us mugs could tune both signals at 
the same time. The question is really this ... can you see a Channel 7 transmission tower from space!” 
(Miro) 

Pay TV succeeds where free to air is weak 

Pay TV has only made money in markets where free-to-air TV quality is much poorer than it is in 
Australia—the US market excepted, Bruce Gordon, who owns Nine-affiliated regional network WIN- 
TV, told B&T Weekly on a recent visit from Bermuda. BSkyB makes money in England because 
normal British TV is dreadful, Gordon said. In France, Canal Plus makes money only because French 
network TV is bad and the government lets it screen only one imported movie a week in prime time. If 
you get Canal Plus, you can get 40. In Germany, pay TV is losing its arse. In Italy, it has never made a 
lira. The only other place it makes money is South Africa. Australian pay TV has a hell of a lot of 
debt. I wouldn’t want to be in it even now Foxtel and Optus plan to merge their programs. When it 
arrived, I advised Kerry Packer not to be in it (Packer bought 25% of Foxtel). Gordon agreed his 
common touch has helped WIN-TV succeed. You must make sure all the time that you are 
broadcasting programs people want to see, he said. “Nine months ago, when J arrived here on a visit I 
watched WIN at 4am when jet lag woke me up. | saw a bloke trying to sell exercise machines for an 
hour. The same day I told my programming people to take that crap off because all it’s doing is 
forcing people to watch pay TV. I hear Nine has also decided to take off long infomercials.” Gordon 
plans to visit more often until incoming CEO David Sturgiss finds his feet. 

Coop’s comment: As colourful as Gordon may seem in print, his “facts” are incorrect. Pay-TV 
makes no money on its own in any country, including the UK and France. “Clever accounting,” 
created by the same people who advised Enron of how to structure their debt, may make for “santised” 
annual reports but the debt structure remains - even if hidden from view. 

Austar's star finally on rise. For someone whose company's survival is on a knife edge, the chief 
executive of regional pay-TV company Austar United John Porter was surprisingly upbeat as he 
unveiled a $682 million annual loss. Perhaps it's because, as a 20-plus year veteran of the industry, the 
American has seen overseas pay-TV companies weather financial storms and eventually become 
profitable enterprises. Whatever the reason, Porter told reporters and analysts he expects the company 
to be cash-flow positive this year and eventually provide returns to long-suffering shareholders. But 
investors, jaded by a string of failed promises, are skeptical. They have heard Austar outline its plan 
to be all things to all people. 

There was the broadband joint venture in New Zealand, the creation of its own Internet and data 
network in regional Australia, the investment in a pay-TV shopping channel and the $150 million 
purchase of spectrum in metropolitan areas which provides two-way wireless voice and data services 
to computers. That vision has now been pared back to the regional pay-TV business, and Porter has a 
more realistic approach. 

Referring to the spectrum opportunity, he said: "Jt is a very exciting piece of technology but we are 
just not able to fund it." The company's precarious financial position led it to last year outline cost 
cutting initiatives to save in the region of $90 million a year. And it has now written down the value of 
non-performing investments and assets it has mothballed by $357 million. Porter, who is suffering 
with other shareholders as he has 4.6 million worthless Austar options, says the writedowns were 
appropriate as Austar is refocused as a regional pay-TV play. So now that Austar has taken its 
medicine, the question being asked is if and when will it become profitable. In 2001, Austar generated 
revenue of $345 million (up 12 per cent) but spent $434.2 million (also up 12 per cent), giving it a 
loss before interest, tax and depreciation of $89 million. The majority of the expenses were 
"programming and communications costs", most of which relate to the amounts paid to the Hollywood 
film studios and others for content. In the fourth quarter, it reduced those costs by 11.9 per cent, but 
for major cost reduction to occur it needs the Foxtel-Optus restructure to be approved. That will give 
the industry the leverage required to renegotiate those expensive contracts. The general appeal of 
pay-TV could also be broadened if the federal Government allowed changes to the anti-siphoning 
legislation which restricts the amount of sport seen on pay-TV. 
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Porter admitted that if the industry did not undertake structural change, especially in relation to the 
Hollywood studios, Austar's pay-TV subscription base could remain flat another year. There are 
already signs regional consumers are disenchanted with Austar's offer. While the number of 
subscribers grew 2.6 per cent to 432,056 over the year, fourth-quarter subscriptions fell by 2664 from 
the previous quarter. That led to the monthly revenue per user falling to its lowest level for the year to 
$54.10. Porter wants to reduce programming costs and pass savings on so Austar can attract pay-TV 
subscribers willing to pay only about $30 a month. That, he says, could double penetration of homes 
to 40 per cent within three years. But the few analysts who continue to monitor Austar say its problem 
is it is relying on too many ifs. "Austar is still a high risk situation in our opinion and to achieve 
cash-flow profit in any short period requires a downward adjustment to existing content 
arrangements and renewed cost effective growth," UBS Warburg analyst Tony Wilson said. Austar 
also has only $103 million cash to fund itself to a cash-flow positive position, and Wilson does not 
believe that's enough. He believes Austar will start selling its mothballed assets this year, such as the 
metropolitan spectrum and its remaining 41 per cent stake in NZ group TelstraClear. Others have also 
speculated that Telstra, the 50 per cent owner of metropolitan pay-TV group Foxtel, has been eyeing 
Austar's interactive TV platform. Foxtel is likely to digitise if it gains the right regulatory environment, 
and its partners hope to offer interactivity by March next year. But the complex back-end platform 
needed to support interactivity takes at least a year to develop, and the purchase of Austar's advanced 
system would fast-forward plans. Also, as part of Austar's $400 million debt refinancing, Austar's 
parent company UnitedGlobalCom agreed to place an extra $30 million im a contingency account. 
Porter maintains it is unlikely the funds will be needed. 

Salomon Smith Barney analyst George Colman said the debt refinancing was on better terms than he 
had expected, and believes the fair value of Austar's shares to be 83c compared to a close of 25.5c.". 
In 2002, Porter said, Austar would bed down its restructuring and seek to lower pay-TV and Internet 
churn. Shareholders will be hoping it can deliver. 

Ghost haunts News Corp 

Less than two weeks after the main pay-TV groups agreed on a restructure, bondholders of failed 
pay-TV group Australis Media are continuing to seek damages from The News Corporation Ltd and 
the Hollywood studios. The bondholders, who were collectively owned $US445 million when 
Australis went into liquidation in 1998, have employed New York lawyers Milberg Weiss Bershad 
Hynes & Lerach. The firm filed a statement of claim against News and the Fox, Paramount, Universal 
and Sony movie studios in New York's Supreme Court in 2000. The claim centres on the deal by 
Foxtel (then 50 per cent owned by News) to agree to pay Australis $US3.5 billion over 25 years for 
movie programming. The bondholders claim News and the studios sought to force Australis into 
insolvency so they could terminate the deal. 

"News ... embarked upon a deliberate campaign to do whatever was necessary to get out from under 
the multi-billion-dollar financial obligations the agreement imposed on News," the 106-page claim 
states. And it said News procured the co-operation of the studios to "facilitate the termination of 
Australis's valuable contractual relations with the studios". But a News spokeswoman, who noted that 
Foxtel had tried to merge with Australis, said the company, "rejects the claims entirely". 

"They (the claims) are utterly wild and the case is being run by a contingency fee law firm and we 
regard it as a try-on," she said. The spokeswoman also said the court had decided three weeks ago 
not to allow the bondholders access to a raft of Foxtel documents they had been seeking. 

UK survey shows low-cost set-tops may not be convincing 

The UK digital television market will not be opened-up by the introduction of Pace Micro 
Technology's set-top box as hoped by the UK government, in light of results from a survey 
commissioned by media buying agency Starcom Motive. The survey found that those most interested 
in buying the new technology were the young families who are already heavy consumers of digital TV 
(DTV). Although, the survey found nearly a quarter of terrestrial TV viewers would be prepared to pay 
for the box. “The bad news for the government (but the good news for advertisers) is that the profile 
is very similar to that of existing digital TV subscribers,” said Starcom in a briefing to clients. “So, 
while the Pace box may not be the answer to getting over-55s to go digital, it will provide advertisers 
with some attractive, commercial audiences.” The survey questioned a selection of terrestrial TV 
viewers regarding the purchase of the set-top box and the provision of 12-15 extra channels. Starcom 
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reported that about 24 per cent of those asked said they would be prepared to pay for the box. By far, 
the strongest demand was among men aged 16-34, already heavy DTV consumers, as 32 per cent of 
those surveyed said they would be interested in the technology, compared to 17 per cent of women. 
Previous BBC research suggested as many as 2m people would be prepared to pay £99 (E160) for 
access to 16 digital channels. Yet, industry experts are skeptical about the appeal of the package, 
fearing that broadcasters will allow only their least popular channels to feature on the free-to-air 
service. Approximately 8m of the 24 million households in the UK have DTV, whether through 
satellite, cable or terrestrial networks. The UK government wants to phase out analogue television 
from 2006, but has pledged not to turn off the service until virtually every home has upgraded its TV. 
The new (Pace) boxes were scheduled to go on sale late in March retailing at £99.99 (E162). 
India’s pay-TV industry growth problems 

With South Asia contributing 35 per cent of its total revenue and India contributing almost 90 per 
cent of that, BBC World plans to launch more of India centric programmes in the coming months. 
According to BBC World sources, outside Europe, India is the most important advertisement revenue 
earner. In June-July, BBC World will launch a show called Beyond The Boundary on great moments 
in cricket. TWI will produce the half-hour ten-episode programme. BBC World plans to introduce a 
new reality show at the same time. BBC World also plans to use cinema advertising for the first time 
to promote their show. Earlier it had used radio advertising for the first tme to promote Commando!. 
BBC World is launching Dateline India on April 5, with Ms Tavleen Singh as the anchor. Produced by 
ITV, it will air every Friday at 10:00 PM and will be similar to Dateline London. Dateline India will 
be part of BBC World’s dedicated strip at 10:00 PM, of locally produced programmes made for 
broadcast in South Asia, which include Mastermind India, Commando!, Face to Face and India 
Business Report, said Mr Narendhra Morar, commissioning editor, regions, BBC World. The 
channel, has decided not to run too many shows. India Business report, for instance, has a single 
subject programme theme, which in April-June will be eminent business personalities. Mastermind 
India, which remains one of the channel’s key programmes, will go off in June before it comes back in 
August. 

Mumbai: A task force appointed by the Union information and broadcasting ministry has 
recommended that the government make it mandatory for consumers to pay only for the television 
channels they watch, and not for a catch-all bouquet of several channels as is the system now. In this 
respect, the task force has recommended that a Conditional Access System — as the system of 
monitoring what a consumer is watching (and for how long) by passing and decoding the broadcast 
signals through a set top box — be enforced through the Cable Television Networks (Regulation) Act, 
1955. At the same time, the unauthorised viewing of channels and their distribution and redistribution 
of their signals without permission should be made a cognizable offence, the task force has said. The 
1&B task force has estimated that cable networks currently reach 38m households in India. At Rs 125 
per month per subscriber, this industry is estimated to generate Rs 5,700 crore annually. The task 
force, headed by the joint director Rakesh Mohan in the 1&B ministry, and including representatives of 
the broadcasting and cable industry, has recommended a three-tier pricing and technology regime. The 
free-to-air channels are to be made available in the present mode directly without set top boxes. The 
government will regulate and revise the price of this package of free-to-air channels from time to time. 
At the second level, consumer preferences and actual watching time of the pay or encrypted channels 
will be regulated through the subscriber management system, whose core is the set top boxes. No 
government intervention was considered necessary with regard to the cost of set top boxes or the rates 
of the individual pay channels, the report said. The debate on the Conditional Access System gets 
bogged down when the issue tums to: Who is to pay for the set top boxes? The two pillars of the 
television market — the cable networks and the broadcasters — are at loggerheads as to who should 
make the investment of nearly Rs 5,000 per set top box. And in an inelastic cable subscription market, 
where the recovery of even Rs 200 a month for 100 channels is difficult, getting consumers to pay the 
cost of a set top box may prove to be a nightmare. With almost all Hindi entertainment, sports and 
movie channels having turned pay and with only a few news and regional channels in the free-to-air 
category, the government-regulated package will be minuscule. Many channels, particularly 
well-performing ones like Aaj Tak, are also expected to turn pay soon. In that sense, some provisions 
of the report are already redundant. The report also envisages a third tier of services and pricing with 
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the progressive introduction of Digital Video Broadcasting (DVB) technology. This creates an 
interactive, return path between the consumer and the service provider and allows for many other 
services to be provided. The pricing of these services will be left to the subscribers and service 
providers to work out. On technical parameters, the report has prescribed that the set top boxes must 
conform to basic quality standards regulated by the Bureau of Indian Standards. The capability of the 
set top boxes, crucial to the pricing of pay channels, would have to be declared by the set top box 
manufacturers, and the government should be empowered to obtain information from each level of 
operation like content producers, cable operators, etc. The I&B task force on the cable and 
broadcasting industry was set up in September after acrimonious complaints of the various industry 
players against each other. Broadcasters complained of under-reporting of subscriber numbers, while 
consumers too had taken up issue that cable operators were over-charging for poor services. 
Short-takes 

A pair of Japanese and European satellites, both built in the U.S. by Boeing, shared a ride into space 
March 28 atop an Arianespace Ariane 4 rocket. Liftoff occurred nght on schedule at 8:29 p.m. EST 
(0129 GMT Friday) from the Guiana Space Center in French Guiana on South America's northeast 
coastline. The venerable launcher flew in its most powerful configuration -- the 44L version with four 
liquid-propellant strap-on boosters. About 19 minutes into flight, the targeted geosynchronous transfer 
orbit was achieved, with a high point of 35,995 km, low point of 249.8 km and inclination of 4.0 
degrees to the equator. The JCSAT-8 spacecraft, built by Boeing Satellite Systems for JSAT Corp. of 
Tokyo, was released into space from the Ariane's upper stage 21 1/2 minutes after launch. The 
satellite is also known as JCSAT-2A. It will become the successor to the aging JCSAT-2 spacecraft 
launched on December 31, 1989 aboard a commercial Titan 3 rocket from Cape Canaveral. Over the 
coming, weeks, controllers will maneuver JCSAT-8 into a circular geostationary orbit 36,000 km 
above the equator where it will be parked at 154 degrees East longitude. At that vantage point, JSAT 
will use the satellite to provide television and other telecommunications services across the 
Asia-Pacific region. 


Be careful what you “promise” in advertising 

TV protest gunman's seven hour office siege ends in suicide. A gunman, upset with the quality of 
wide screen television, has shot himself after a seven hour siege. District Attorney Leo de Wit said the 
gunman, whom he described as "mentally confused," shot himself twice in the head and was dead. 
Armed with two guns and explosives, the man seized control of the 35 storey Rembrandt Tower office 
building (Amsterdam, Holland) in a bizarre protest against a Dutch electronics company, which he 
complained failed to live up to its advertised promises. "We regret that the man decided to take his 
life," Mr de Wit said. At one stage, he held as many as 18 hostages while more than 200 people were 
trapped in their offices. The gunman's identity was not released. Mark Herveys, an employee of one of 
the 56 companies in the building, said the gunman grabbed him as he came into the door, stuck a gun 
in his chest and told him to stand with other hostages. "At first 1 thought it was a joke," he said. Mr 
Herveys said the man remained "extremely calm." He kept taking hostages until he could no longer 
manage the number. When the man pulled a large suitcase from behind the reception desk, "the first 
thing that came to my mind was explosives," he said. Mr Herveys said he and a few others slipped out 
the back door after being held for about 20 minutes when the gunman's attention was distracted. After 
several hours, the man told his police contact he wanted to think about whether to present more 
demands. He went into the bathroom and shot himself. 


End of CTD Approaches 
Coop’s Technology Digest will cease publication as a ten-issue-per-year creation with 
our August 2002 issue. This is issue #87, the final issue should be #91. Renewal notices 
included with this issue have been dollar adjusted to reflect the remaining issues only. 
No new subscriptions are being accepted at this time. 
Our SatFACTS Monthly publication has no immediate plans to cease publication and 
CTD readers who do not subscribe to SatFACTS are encouraged to do so at this time. 
(SatFACTS: NZ$70, Australia $96, US$75) 
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